Digital Library Tip Sheet
The purpose of this tip sheet is to provide additional instructions for the Smarter Balanced Digital Library user provisioning (registration) process. The tip sheet can assist LEA CAASPP Coordinators with the use of the Smarter Balanced Administration and Registration Tool (ART) interface.
Please use the tip sheet information in coordination with the instructions in the Smarter Balanced Digital Library Accounts Guide for creating institution (school) accounts and for registering new users through ART.

If you have any questions, please direct them to the Digital Library Help Desk at 1-855-631-1510 or caltac@ets.org.
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Registering Institutions (Schools)
Table 2 (p. 8 in the Smarter Balanced Digital Library Coordinator’s guide): Upload Institution File Requirements
Upload templates at https://art.smarterbalanced.org
Digital Library institution_template.xls (For LEAs/Districts/COEs to register schools [institutions].)

	InstitutionIdentifier
	NameOfInstitution
	ParentEntityType
	NCESInstitutionId
	ParentExternalId
	StateAbbreviation
	Delete

	12123451234567
	LocalSchoolName001
	DISTRICT
	5 – 20 digits
	12123450000000
	CA
	DELETE

	12123451234568
	LocalSchoolName002
	DISTRICT
	5 – 20 digits
	12123450000000
	CA
	DELETE


Notes for completing columns:

InstitutionIdentifier

For an institution (school), include 2-digit County code, 5-digit district code, and 7-digit school code.

For an LEA (district, county office, independent charter) include the 2-digit County, 5-digit district code, and 7 trailing zeroes.

NameOfInstitution

This is the actual name of the institution (school) being registered (up to 60 alphanumeric characters).

ParentEntifyType
When registering institutions (schools), parent type is DISTRICT. The parent of a district is STATE.

NCESInstitutionId
Insert unique nationwide identifier (up to 20 digits, found at: http://www.cde.ca.gov/re/sd/index.asp).

ParentExternalId
When the parent is a district or a COE – Insert a 14-digit number that consists of: 2-digit county code, 5-digit district or COE code, and 7 trailing zeroes.

StateAbbreviation

Insert CA (only).

Delete
Insert DELETE only if you want to delete this institution from the database; otherwise these rows stay blank. 
When this cell is blank, entries are added or existing institutions are modified.

Registering Users
Table 3 (p. 15 in the Smarter Balanced Digital Library Coordinator’s guide): Upload User File Requirements
Digital Library user_template.xls (For CAASPP/Digital Library Coordinators to register end users [e.g., educators])

	FirstName
	LastOrSurname
	ElectronicMailAddress
	TelephoneNumber
	Role
	AssociatedEntityID
	Level
	StateAbbreviation
	Delete

	Ima
	Coordinator
	ICoordinator@cde.ca.gov
	916-555-1234
	District Coordinator
	12123450000000
	DISTRICT
	CA
	DELETE

	Ima
	Coordinator
	ICoordinator@cde.ca.gov
	916-555-1234
	DL_EndUser
	12123450000000
	DISTRICT
	CA
	DELETE

	Great
	Teacher
	Gteacher@cde.ca.gov
	916-555-1235
	DL_EndUser
	CDS code for school
	INSTITUTION
	CA
	DELETE


Note: After uploading this template, all DL_EndUsers receive a system-generated e-mail from smarter-donotreply@opentestsystem.org with a temporary password.

Notes for completing columns:

* FirstName


Insert the user’s first name (up to 35 characters).

* LastOrSurname

Insert the user’s last name (up to 35 characters).

*+ ElectronicMailAddress
Use the standard format (up to 128 characters - no apostrophes are allowed).

TelephoneNumber
Not required or up to 24 numbers: XXX-XXX-XXXX xNNNNNN (with area code and optional extension)

* Role
District Coordinator identifies an individual as a District Coordinator and DL_EndUser identifies an individual as an actual DL user. Everyone (including District Coordinators) must have at least a DL_EndUser role.
* AssociatedEntityID
For an LEA (district, county office, independent charter) include the 2-digit county, 5-digit district code, and 7 trailing zeroes.

For an institution (school) include the 2-digit county, 5-digit district code; and 7-digit school.

* Level


Insert one of the following - STATE, DISTRICT, or INSTITUTION. (INSTITUTION = DL user’s school)

* StateAbbreviation

Insert CA (only).

+ Delete
Insert DELETE only if you want to delete this user/row from database; otherwise the cells stay blank.

Columns marked with (*) are required for ADD or MODIFY actions; (+) are required for DELETE actions

Digital Library Login Error Codes
Occasionally users will successfully log into the Single Sign-on (SSO) system only to get an error when accessing the Digital Library. Here are the possible error codes, their meanings and the recommended remedies:

	Code
	Cause
	Remedy

	Error code 100
We are unable to create your Digital Library Profile…
	The communication between Single Sign-on and the Digital Library had a problem.
	This error message indicates a communications issue. If the error occurs consistently, district personnel should pass on the details to your state help desk. If the help desk personnel are able to replicate the problem then they should contact Smarter Balanced for a solution.

	Error code 101
We are unable to create your Digital Library Profile…
	The user does not have a DL_EndUser role assigned.
	This happens when an individual is granted a role like “District Coordinator” or “School Coordinator” but not the DL_EndUser role. Add the DL_EndUser role to correct the problem.

	Error code 102
Access to the Digital Library is Denied
	The user is assigned to a state that has not subscribed to the Digital Library
	This has happened to SNEs and SLTs that belong to non-subscribing states but that should still have Digital Library access. If the individual has responsibilities in your state, then grant them DL_EndUser access within your state (or a school or district in your state).

	Error Code 103

We are unable to create your Digital Library Profile…
	An existing user’s profile could not be updated with new registration information.
	This error message indicates a communications issue. If the error occurs consistently, district personnel should pass on the details to your state help desk. If the help desk personnel are able to replicate the problem then they should contact Smarter Balanced for a solution.

	Error Code 104

We are unable to create your Digital Library Profile…
	A new user’s profile could not be created with the registration information.
	This error message indicates a communications issue. If the error occurs consistently, district personnel should pass on the details to your state help desk. If the help desk personnel are able to replicate the problem then they should contact Smarter Balanced for a solution.

	Error Code 105

We are unable to create your Digital Library Profile…
	The user does not have a DL_EndUser role assigned in a state that has subscribed to the Digital Library.
	If the individual has responsibilities in your state, then grant them DL_EndUser access within your state (or a school or district in your state).

	Error Code 200
	The user has been administratively blocked in the Digital Library user management component.
	User blocking usually occurs because of poor conduct on the part of the user. See if you can determine what the reason might be for blocking. Then, contact your state help desk.


Email systems blocking welcome and password reset email messages

Some districts and schools are having problems when their email filters block the Digital Library welcome and/or password reset email messages. 

School, district, or state email administrators can use the following information to configure their filters to ensure that Digital Library and SSO messages are passed through.

Messages will have the following characteristics:

· From: Smarter-DoNotReply@opentestsystem.org 

· Subject: PROD: Welcome to the Smarter Balanced Digital Library

· Sender: <some numbers>@amazonses.com. for example, 000001491afb27a5-a7c5c02d-b08e-471e-8e07-7f51ccef471c-000000@amazonses.com

· Received: from <some numbers>@smtp-out.amazonses.com. For example, a9-75.smtp-out.amazonses.com

Messages originate from the following IP addresses:

         199.255.192.0/22  (199.255.192.0 -199.255.195.255)

         199.127.232.0/22 (199.127.232.0 - 199.127.235.255)

         54.240.0.0/18 (54.240.0.0 – 54.240.63.255)

The IP addresses are subject to change. You can get the latest addresses by querying the SPF record for AmazonSES. To do so, enter the following command at a command-line prompt (this works for Windows, Mac, and Linux):

         nslookup -type=txt amazonses.com

