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Prohibited Items
Test takers are prohibited from having any of the following items in the testing room: 
(full listing provided under the Test Center Regulations, Prohibited Items section on the HiSET Program Manual for Test Centers (PDF) or on the HiSET Resources for Test Centers web page)
· Cell phones of any kind
· Personal digital assistants (PDAs) or other electronic, recording, listening, scanning, and photographic devices
· Books, pamphlets, or notes
· Smartwatches or watch calculators
· Calculators other than those provided by the testing center
· Earbuds or headphones (unless non-electronic provided by the testing center)
· Fitness trackers or other wearable technology
· Dictionaries (including electronic)
· Translators
· Paper of any kind (scratch paper provided by the testing center allowed and to be collected and destroyed by the testing center once testing is completed)
Test takers with approved accommodations may be allowed additional items specific to their accommodations.
· Be sure to review the details of the test taker accommodation provided to the test center.
While taking a test, test takers should have nothing on their desks except for
· a test book and answer sheet (if applicable);
· pencils and erasers;
· photo ID; and
· a calculator, scratch paper, and formula sheet provided by the test center (calculator and formula sheet are allowed only for mathematics).
Cell Phone Policy
Verify that no one (including test personnel) is using a cell phone during test administration.
Inform arriving test takers that cell phones and other prohibited items cannot be taken into the testing room.
Test takers may not access their cell phone during the test or during breaks to check messages, make a call, check the time, or for any other reason.
Breaks are only allowed via approved accommodation.
Handling Strategy for Cell Phone Incidents
· Note the time and description of the event.
· Stop the exam immediately; the test taker is not permitted to continue their testing schedule (including any other tests scheduled).
· Dismiss the test taker from the testing room.
· Request to check the cell phone.
· Check for any text messages or photos containing test content.
· Make sure to delete text messages or photos that contain test content.
· This includes making sure they are deleted from the recently deleted folders.
· Release the test taker from the test center advising that the incident will be reported to HiSET for further action.
· Submit a Security Incident Report stating all important pieces of information, including
· any photos/texts that were present;
· if photos/texts were deleted; and
· if the test taker would not permit you to view the phone.
· Avoid arguing with the test taker.
· If the test taker refuses to show you their cell phone, make note in the Security Incident Report to HiSET.
· The cell phone cannot be confiscated.
· This is the test taker’s personal property.
· Do not transfer any photos of test content to yourself to attach to the Security Incident Report.
Active Proctoring
· Per HiSET policy, at least two people are recommended to administer tests to 25 or fewer test takers.
· For each additional test taker, an additional person should assist with administration.
Submitting a Security Incident Report
· Submit the Security Incident Report through GPS.
· Make sure that you choose Security Incident instead of regular “Incident Report”.
· Under ticket category choose Security Incident Report.
· Enter all viable information. Make sure to include
· full test taker information including name and ID;
· test center information;
· as much information as possible about the occurrence; and
· attach any aids or evidence that accompany the incident.
· Notify the Chief Examiner.
· With the Chief Examiner, notify the State Administrator of the incident.
Next Steps
· HiSET will review all information and investigate the incident and work with the State Administrator to determine next steps.
· The test taker’s account will be updated depending on the next steps determined.
· The Security Incident ticket will be updated with the outcome when the investigation concludes.
To Submit an Incident Report 
· Log on to GPS.
· Search for Scheduled Candidates.
· On the Proctored Candidate List, select Report Incident.
· Select Incident Report on the new page.
· A new window will appear to Submit a Request.
· Under ticket category, choose Incident Report or Security Incident Report.
· Regular Incident Reports are not monitored; Security Incident Reports are monitored.
· Enter all viable information, making sure to include
· full test taker information including name and ID; 
· test center information; and 
· as much information as possible about the occurrence.
Critical Information for Submitting an Incident Report
· Candidate name and HiSET ID
· Exam name and language
· Date and time of the scheduled exam
· All testing staff names, and email involved in the incident
· A full description of what happened in the incident
· What actions were taken?
· Was the test stopped?
· Include all evidence obtained, including prohibited aids 
Regular Incident Versus Security Incident
Regular Incidents
· Test taker arrives late and is not permitted to take exam
· Test taker is turned away because of unacceptable ID
· Test taker makes loud noise (no impact on exams)
· Test taker becomes ill during the exam
· Test taker complains about the testing process
· The test center closes due to emergency situations
Test Security Incidents
· Removal of test questions from the room
· Use of prohibited aids
· Impersonating another test taker
· Tampering with test equipment
· Theft of test equipment of materials
· Cheating in any way
· Use of any electronic devices
· Test taker creating a disturbance
· Test taker having to be escorted from the facility
Test Security Consequences
· Incident investigation 
· Notifying the state administrators 
· Invalidation of scores
· Test taker blocked from testing (duration determined by HiSET and the state)
· Test taker banned from testing 
· Test center re-training
· Revoking HiSET testing at a test center 
Suspicious or unresolved security behavior could be considered a violation of the Test Center Agreement and could put testing at a risk at your center
 Thank You!


Worksheet
HiSET Security Refresher
Training Objectives
As you complete this training, write down the most important security responsibilities you have as a Test Administrator.
Prohibited Items
List three prohibited items that surprised you:
· Item 1: 
· Item 2: 
· Item 3: 
Why is it important to prevent prohibited items from entering the testing room?
It is important because…
Testing Room Requirements
Test takers may have only the following items at their workstation:
· Item 1: 
· Item 2: 
· Item 3: 
· Item 4: 
Accommodation Reminder
What additional items may be allowed?
Additional items may include…
Cell Phone Policy
Key Rules
Why are cell phones prohibited during testing—even during breaks?
Cell phones are prohibited because…
Who is prohibited from using a cell phone during testing?
	Those prohibited from cell phone use during testing include…
Handling Cell Phone Incidents
If a candidate uses a cell phone, what should you do first?
The first thing you should do is…
List all of the steps in the correct order:
· Step 1: 
· Step 2: 
· Step 3: 
· Step 4: 
· Step 5: 
Important Things Not to Do
Important things not to do include…
Active Proctoring
Why is active proctoring important?
Active proctoring is important because…
How many proctors are recommended?
· For 25 or fewer candidates: 
· For additional candidates: 
Active Proctoring Center Requirements
Which of the following responsibilities should you perform throughout testing?
· Check restrooms
· Monitor testing materials
· Clear calculator memory
· Watch for prohibited devices
· Report security incidents immediately
· Never leave the room unattended
Misconduct Policy
What behaviors are considered misconduct?
Behaviors considered misconduct include…
What actions should be taken?
	In cases of misconduct, Test Administrators must…
Documentation Reminder
Besides the Security Incident Report, what additional form must be completed?
	Test Administrators must also complete…
Submitting a Security Incident Report
Which of the following is information that must always be included in a report?
· Candidate Information
· Test Center Information
· Description of Incident
· Evidence
· Other: 
Who should be notified?
In the event of a Security Incident Report, the Test Administrator must notify…
Submitting Incident Reports
GPS Process
What are the steps for submitting an Incident Report?
· Step 1: 
· Step 2: 
· Step 3: 
· Step 4: 
Incident Report Categories
What is the difference between an Incident Report and a Security Incident Report?
The main difference between these reports is…
Critical Information
Which of the following information should be included in every incident description?
· Candidate Name
· HiSET ID
· Exam Name
· Date/Time
· Staff Involved
· Description
· Actions Taken
· Evidence
Regular Incident Versus Security Incident
List example(s) of regular incident(s):
· Example: 
List example(s) of security incident(s):
· Example: 
Security Consequences
Possible Outcomes
List three consequences of a security violation.
· Consequence 1: 
· Consequence 2: 
· Consequence 3: 
Why is accurate reporting important?
Accurate reporting is important because…
Final Review
What are your three biggest takeaways from this training?
· Takeaway 1: 
· Takeaway 2: 
· Takeaway 3: 
Knowledge Check
1. Are candidates allowed to access their cell phone during a break? 
2. Should a Security Incident Report be submitted by the end of the testing day? 
3. Can a Test Administrator confiscate a candidate's cell phone? 
4. Name one example of a Security Incident. 
5. Name one example of a Regular Incident. 
My Action Plan
After today's training, one thing I will do differently during test administration is…
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